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In February 2014, the U.S. Department of Health and Human 
Services (HHS) amended the Clinical Laboratory Improvement 
Amendments of 1988 (CLIA) regulations. Prior to the change, 
patients generally were required to obtain their test results from 
the ordering physician. The revised regulations give patients or 
their designees the right to obtain test reports directly from lab-
oratories, upon request. The final rule also eliminates a previous 
exception under the HIPAA Privacy Rule applying to both CLIA-
certified and CLIA-exempt laboratories regarding a patient’s 
access to protected health information (PHI).1 

The new rules reflect the rapid growth in direct access testing 
(DAT), which is generally defined as patient-authorized medical 
testing without a prior physician consultation, often via dedicated 
walk-in laboratories. While DAT boosts efficiency and empowers 
consumers, it also creates a credible risk of delayed or incorrect 
diagnosis, as abnormal or out-of-range results may be interpreted 
without the benefit of professional guidance. Other potential 
problems include lapses in continuity of care and medical man-
agement. Laboratories must be aware of DAT exposures and 
examine their policies and procedures to ensure compliance and 
address patient safety concerns. 

The 2013 CNA publication “Laboratories and Direct Access 
Testing: Regulations, Resources and a Checklist of Safeguards” 
describes the then-upcoming changes to direct access testing 
rules and discusses associated risk exposures. This AlertBulletin® 
reviews the practical implications of the final rule and suggests 
additional risk management safeguards.

PRACTICAL IMPLICATIONS
The final regulation amends the HIPAA Privacy Rule to the effect 
that CLIA-certified and CLIA-exempt laboratories, as with other 
covered entities, are now legally obligated to provide individuals 
with access to their PHI. (However, laboratories not subject to 
the Privacy Rule are not required to provide patients with access 
to their test reports.2) The requirement preempts state restric-
tions that may affirmatively restrict patient access to laboratory test 
results or otherwise require an ordering provider’s consent.

1 �CLIA-certified laboratories are subject to a rigorous certification process in order to ensure that sterile, 
state-of-the-art testing processes are followed. Veterans Administration, public health, forensic, research 
and teaching laboratories are exempt from CLIA regulations. Patients performing tests in their own home 
are also exempt, but residents of nursing or intermediate care facilities are not.

2 �A laboratory is considered a covered entity under HIPAA if it conveys patient PHI in electronic form, e.g., 
by electronically transmitting healthcare claims to a health plan, requesting prior authorization from a 
health plan or inquiring about a health plan’s coverage for a specific individual.

Under the rule, medical laboratories may not deny individuals, 
including those with mental illness, access to test results or reports 
based upon the sensitive nature of the information or its potential 
for causing distress. A limited exception exists for cases where a 
licensed healthcare provider determines, in the exercise of profes- 
sional judgment, that access is reasonably likely to endanger the 
life or safety of the requesting consumer or another individual. In 
that case, the requester may seek a review of the denial decision 
by an unaffiliated healthcare professional.

The right of access extends to test results and other information 
about the patient contained within a designated record set, even 
if the information is stored off-site or was created before the effec- 
tive date of the final rule (i.e., October 6, 2014). Laboratories have 
30 days to respond to a request. If more time is needed to retrieve 
an archived record, the laboratory may request one 30-day exten- 
sion, as long as it provides the reason for the delay in writing to 
the requester.

Before releasing test results, laboratories must verify patient 
identity. The amended regulation does not mandate any specific 
process, but it does cite the verification standard in the Privacy 
Rule, thus invoking the concept of “reasonable discretion.” Such 
discretion may include photo identification where the patient/ 
designee requests test results in person, or the use of authentica- 
tion information when requests are made online, by telephone or 
in writing. In cases of anonymous consumer-initiated testing (e.g., 
for HIV and other sexually transmitted diseases), a code number 
is linked to the test result and laboratory slip, thereby permitting 
individuals to obtain results online or via telephone without supply- 
ing their name. Anonymous test sites are not obligated to mail a 
written record of the results to a requesting consumer. 

The final rule does not specify particular formats for requesting 
and accessing test results. However, assuming that the process will 
be guided by HIPAA Privacy Rule standards, the patient would be 
required to make the request in writing or via portal and possibly 
pay for the cost of copying and mailing, as well as any electronic 
media utilized, such as a CD or flash drive.3 With respect to report 
content, laboratories are required neither to interpret laboratory 
test results for the patient nor to include a statement advising the 
patient to seek the counsel of the ordering provider.

3 �The Office of Civil Rights has issued guidance on how to calculate actual and average costs for copies of 
electronic PHI, and opines that organizations may instead opt to charge a flat rate of $6.50 for this service.

Direct Access Testing: An Update on the Revised CLIA Regulations

https://www.federalregister.gov/articles/2014/02/06/2014-02280/clia-program-and-hipaa-privacy-rule-patients-access-to-test-reports
https://www.cna.com/web/wcm/connect/eadb8e7d-e24c-405c-b0a3-44ad8f20b277/LaboratoriesDirectAccessTesting-RegulationsResourcesChecklistSafeguards.pdf?MOD=AJPERES&CACHEID=eadb8e7d-e24c-405c-b0a3-44ad8f20b277
https://www.cna.com/web/wcm/connect/eadb8e7d-e24c-405c-b0a3-44ad8f20b277/LaboratoriesDirectAccessTesting-RegulationsResourcesChecklistSafeguards.pdf?MOD=AJPERES&CACHEID=eadb8e7d-e24c-405c-b0a3-44ad8f20b277
http://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html


For more information, please call us at 888-600-4776 or visit www.cna.com/healthcare.

Published by CNA. For additional information, please contact CNA at 1-888-600-4776. The information, examples and suggestions presented in this material have been developed from sources believed to be reliable,  
but they should not be construed as legal or other professional advice. CNA accepts no responsibility for the accuracy or completeness of this material and recommends the consultation with competent legal counsel  
and/or other professional advisors before applying this material in any particular factual situation. Please remember that only the relevant insurance policy can provide the actual terms, coverages, amounts, conditions and 
exclusions for an insured. All products and services may not be available in all states and may be subject to change without notice. “CNA” is a service mark registered by CNA Financial Corporation with the United States 
Patent and Trademark Office. Certain CNA Financial Corporation subsidiaries use the “CNA” service mark in connection with insurance underwriting and claims activities. Copyright © 2016 CNA. All rights reserved. 
Published 7/16. CNA AB16-3.

ADMINISTRATIVE SAFEGUARDS
The following measures, which are based upon the HHS final 
rule as well as industry practices, are designed to help laboratory 
administrators comply with the new regulations: 

Update written Notice of Privacy Practices. Affected laboratories 
should review their HIPAA Notice of Privacy Practices (NPP) and 
update it if necessary, in order to inform individuals of their rights 
under the amended regulations, as well as current procedures 
for obtaining laboratory results. Laboratories should further review 
any general policies and procedures regarding release of infor-
mation, such as request denial and denial review procedures, and 
rescind any provisions and/or marketing statements that exempt 
PHI in laboratory records from release or that prohibit direct  
disclosure of test results without physician authorization. For addi- 
tional guidance on NPP updates and a link to sample HIPAA 
notices, see the HIPAA Compliance Reminder.

Streamline request procedures. In general, individuals should be 
able to obtain their test results by requesting them in writing or 
via patient portal from the laboratory’s HIPAA privacy officer. 
Hospital-based laboratories are advised to align their procedures 
with the hospital’s overall record request process to strengthen 
compliance and diminish exposure to complaints and appeals.

Educate staff about the new regulations. Laboratory personnel who 
manage test result requests should be informed of the revisions 
and their effect on day-to-day practice.

Document the reason for delays. As previously noted, if a CLIA 
laboratory cannot issue a test report in 30 days, it must notify the 
requesting party in writing of the cause of the delay and document 
this action. HIPAA does not preempt more stringent state laws, 
so laboratory administrators should be aware of all relevant regu-
lations regarding access provisions and response times, and revise 
written policy accordingly.

Eliminate mandatory wait periods. In the final rule, HHS declined 
to recommend that laboratories delay responding to a patient 
request to ensure that ordering providers receive the report first. 
The single 30-day extension currently permitted is considered 
sufficient time for laboratories to provide test reports to the order- 
ing provider prior to patient receipt. In addition, laboratories 
should if possible encourage providers to discuss test results with 
patients, ideally before the patient receives a copy.  

Issue simple, clearly written advisory statements with the test 
results. Although advisory statements are not required, laboratories 
should consider including messages about the need to consult a 
physician regarding interpretation of results and associated clinical 
questions. This practice may substantially improve the defense 
posture of both laboratories and providers in the event that delayed 
response to abnormal results leads to patient harm. Moreover, in 
its policy statement on direct access testing, the American Society 
for Clinical Pathology recommends that laboratories present test 
results in easily interpretable form, and include explanatory 
material written at an appropriate reading level. Records should 
be kept of all patient communications, and internal policy and 
procedure documents should be archived.

The 2014 CLIA amendment creates both opportunities and risks 
for medical laboratories. Administrators should examine written 
policies to ensure that they fully reflect the regulatory changes, 
protect consumers’ rights and enhance safety. 
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